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IT Policy

1. Purpose and Scope

This policy sets out how Berinsfield Parish Council manages and secures its information
technology systems, data and digital services.

It applies to:

e All councillors
o Employees (including the Clerk and Responsible Financial Officer)
e Contractors and third parties accessing Council systems

This policy covers:

Hardware and software

Email and communications systems
Data storage and security

Website and digital services

2. Legal and Regulatory Framework

This policy is designed to ensure compliance with:

UK General Data Protection Regulation

Data Protection Act 2018

Freedom of Information Act 2000

Environmental Information Regulations 2004

Public Sector Bodies (Websites and Mobile Applications) Accessibility Regulations
2018

The Council recognises its responsibility to maintain secure, accessible and legally compliant
digital systems.

3. IT Governance

The Council will:



e Maintain an up-to-date register of IT assets (devices, systems, software)
o Ensure appropriate contracts are in place with IT providers
e Review IT arrangements annually

Responsibility for day-to-day IT management rests with the Clerk.

4. Acceptable Use

Users must:
e Use Council IT systems for authorised Council business only
e Not access, store or distribute inappropriate or unlawful material
e Not install unauthorised software
o Take reasonable care to protect Council equipment

Personal use must be minimal and must not;:

o Interfere with Council business
e Breach any legal or security requirements

5. Access Control and Passwords

The Council will ensure:

e Access to systems is restricted to authorised users
o Each user has individual login credentials (where possible)

Users must:
e Use strong passwords (minimum 8 characters, including letters and numbers)
e Not share passwords
e Change passwords regularly
e Enable multi-factor authentication where available

Access will be revoked promptly when:

e A user leaves their role
e Access is no longer required

6. Data Security
The Council will:
o Store data securely using approved systems
o Ensure appropriate encryption where available

o Limit access to personal data to those who require it

Users must:



o Handle personal data in accordance with data protection law
e Avoid storing Council data on personal devices unless authorised
e Report any suspected data breaches immediately

7. Email and Communications

Council email accounts must be used for all official business.
Users must:
e Ensure communications are professional and appropriate
o Be vigilant against phishing and scams
e Not open suspicious attachments or links
The Council will:
e Maintain secure email hosting arrangements

o Ensure appropriate configuration (e.g. spam filtering, authentication protocols where
available)

8. Backup and Recovery

The Council will ensure:
o Regular backups of critical data are undertaken
o Backups are stored securely (cloud or offsite where possible)

e Systems can be restored in the event of data loss

The Clerk will periodically verify that backups are functioning correctly.

9. Cyber Security

The Council will:
o Use up-to-date antivirus and security software
o Keep systems and software updated
o Implement basic cyber security controls

Users must:

e Not bypass security controls
e Report suspicious activity immediately

10. Website and Accessibility

The Council will ensure its website complies with the Public Sector Bodies (Websites and
Mobile Applications) Accessibility Regulations 2018 by:



o Publishing and maintaining an Accessibility Statement
e Ensuring documents are accessible where reasonably practicable
e Providing alternative formats on request

11. Remote Working

Where remote working is undertaken:
e Secure connections must be used

e Devices must be password protected
¢ Sensitive data must not be accessed on unsecured networks

12. Incident and Breach Management

AIl IT incidents must be reported to the Clerk immediately.
This includes:

e Data breaches

e Loss or theft of devices

e Suspected cyber attacks
The Council will:

o Investigate incidents promptly

e Report notifiable data breaches to the Information Commissioner's Office where
required

13. Procurement of IT Systems

All IT purchases must:

e Be approved in line with Financial Regulations
e Consider security, compatibility and data protection requirements
e Berecorded in the asset register

14. Training and Awareness

The Council will:

e Provide basic IT and data protection awareness where appropriate
o Encourage good cyber security practices

15. Monitoring and Compliance

The Council reserves the right to monitor use of its IT systems where lawful and necessary.



Failure to comply with this policy may result in:

o Disciplinary action (for employees)
o Referral under the Code of Conduct (for councillors)

16. Review
This policy will be:

e Reviewed annually
e Updated in line with legal and technological changes
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